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Tech Stack
React + Vite  •  Node.js + Express  •  MongoDB  •  Google Gemini AI
Monaco Editor  •  JWT Auth  •  Google OAuth  •  REST API

Version 1.0  •  Full Stack Project  •  2 Parts


1. Project Overview
The AI-Powered Smart Code Translator is a full-stack web application that helps developers work across multiple programming languages. It uses Google Gemini AI to translate, analyze, optimize, and explain code — all behind a secure authentication system.

1.1 The Problem
Knowing one programming language does not make a developer instantly productive in another. A Python developer asked to work on a Java codebase faces a steep learning curve with syntax, patterns, and idioms.

	Traditional Approach
	Limitation

	Manually rewrite code
	Time-consuming and error-prone

	Search syntax on Google
	Fragmented answers, constant context switching

	Use documentation
	Steep learning curve for new languages

	Ask a colleague
	Not always available, different expertise



1.2 The Solution
A full-stack AI-powered application that acts as an intelligent coding assistant — available 24/7 — to translate, analyze, optimize, and explain code across multiple languages.

	Feature
	Description

	Code Translation
	Convert code between C, C++, C#, Java, and Python

	Complexity Analysis
	Analyze time and space complexity with Big-O notation

	Code Optimization
	AI-powered suggestions to improve code performance

	Code Explanation
	Understand code in beginner-friendly plain English

	Email / Password Auth
	Register and login with traditional credentials

	Google SSO
	One-click sign-in with Google OAuth

	Operation History
	Automatically save and browse past operations

	Monaco Code Editor
	Professional editor with syntax highlighting



1.3 GitHub Repository
https://github.com/rohazshaik/AI-Powered-Smart-Code-Translator.git

2. System Architecture
2.1 Project Structure
	smart-code-translater/
├── client/                    # Frontend (React + Vite)
│   └── src/
│       ├── components/        # Reusable UI components
│       ├── context/           # Global state (AuthContext)
│       ├── pages/             # Full page views
│       ├── services/          # API call functions
│       ├── constants/         # Static data
│       └── styles/            # CSS files
└── server/                    # Backend (Express + MongoDB)
    └── src/
        ├── config/            # DB, Gemini, Google OAuth
        ├── constants/         # Languages, prompts
        ├── controllers/       # Request handlers
        ├── middleware/        # Auth & error middleware
        ├── models/            # Mongoose schemas
        ├── routes/            # Route definitions
        ├── services/          # Business logic
        └── utils/             # JWT & prompt utilities



2.2 Request Flow
Every code operation follows the same structured flow through the application:

	Frontend (React)
  ↓  POST /api/code/{action}  (with JWT token in Authorization header)
Auth Middleware
  ↓  Verify token → Attach user to request
Code Controller
  ↓  Validate input → Check required fields
Service Layer
  ↓  Build prompt → Call Gemini AI → Clean response
History Service  (fire-and-forget — runs in background)
  ↓  Save result to MongoDB
Response → { success: true, data: result }



2.3 The Four Code Operations
	Operation
	Endpoint
	Input
	Output

	Translate
	POST /api/code/translate
	code, sourceLanguage, targetLanguage
	{ translatedCode }

	Analyze
	POST /api/code/analyze
	code, language
	{ timeComplexity, spaceComplexity, explanation }

	Optimize
	POST /api/code/optimize
	code, language
	{ optimizedCode, suggestions }

	Explain
	POST /api/code/explain
	code, language
	{ explanation }



2.4 Tech Stack
	Layer
	Technology
	Purpose

	Frontend
	React + Vite
	UI framework with fast dev server

	Frontend
	Monaco Editor
	VS Code-grade code editor with syntax highlighting

	Frontend
	Axios + Interceptors
	HTTP client with automatic JWT attachment

	Frontend
	React Context
	Global auth state without prop drilling

	Frontend
	Google OAuth React
	Google sign-in button and flow

	Backend
	Node.js + Express
	REST API server

	Backend
	MongoDB + Mongoose
	Database for users and operation history

	Backend
	JWT (jsonwebtoken)
	Stateless session tokens

	Backend
	bcryptjs
	Secure password hashing

	Backend
	Google Auth Library
	Server-side Google token verification

	AI
	Google Gemini 2.5 Flash
	LLM for code translation and analysis



3. Part 1 — Authentication System
	BACKEND IMPLEMENTATION



Part 1 focuses on building the authentication foundation: user registration, login, Google SSO, JWT-based sessions, and protected routes.

Step 1 — Project Setup & Environment
Navigate to server/ and install dependencies. Create a .env file with the following variables:

	Variable
	Purpose

	PORT
	Port the server listens on (default: 5000)

	CLIENT_URL
	Frontend URL used for CORS (http://localhost:5173)

	MONGODB_URI
	MongoDB Atlas connection string

	JWT_SECRET
	Secret key for signing JWT tokens

	JWT_EXPIRES_IN
	Token validity duration (e.g., 7d)

	GOOGLE_CLIENT_ID
	OAuth 2.0 Client ID from Google Cloud Console



Step 2 — User Model
The User schema supports both auth methods — email/password and Google SSO. Key fields:

	Field
	Purpose
	Required?

	googleId
	Google's unique identifier for SSO users
	Only for Google users

	email
	User's email address
	Yes (both methods)

	name
	Display name
	Yes

	password
	Hashed password (bcrypt)
	Only for email/password

	picture
	Profile picture URL
	No

	lastLogin
	Last login timestamp
	Auto-set



	TIP
	sparse: true on googleId allows multiple null values, so email/password users (with no googleId) don't violate the unique constraint.



Step 3 — JWT Token Utilities
JWT (JSON Web Token) acts like a digital ID card that proves a user is logged in. Two utility functions are created:

1. generateToken(user) — Creates a signed JWT containing user ID and email, valid for 7 days
1. verifyToken(token) — Decodes and validates a JWT; throws if expired or tampered

	ANALOGY
	JWT is like a wristband at a venue. You show your ticket once (login), get a wristband (token), and use it everywhere without re-authenticating.



Step 4 — Registration
When a user registers, the backend: checks if email is taken → hashes the password with bcrypt → saves the user → returns a JWT token.

	SECURITY
	Passwords are never stored as plain text. bcrypt.hash(password, 10) produces an irreversible hash. bcrypt.compare() verifies without un-hashing.



Step 5 — Login
Login flow: find user by email → compare password hash → generate and return JWT. If the user signed up via Google (no password field), email/password login is rejected.

Step 6 — Google Sign-In
Google SSO uses the google-auth-library to verify tokens on the server. The flow:

1. Frontend gets a credential (ID token) from Google when user clicks the button
1. Backend calls verifyIdToken() — asks Google to confirm the token is genuine
1. Backend uses findOneAndUpdate with upsert: true — creates new user OR updates returning user in one DB call
1. Returns JWT + user data to frontend

Step 7 — Auth Controller
Controllers receive HTTP requests, validate input, call service functions, and send responses. Pattern: validate → call service → handle errors → respond.

	Controller
	Route
	Auth Required?

	registerUser
	POST /api/auth/register
	No

	loginUser
	POST /api/auth/login
	No

	googleAuth
	POST /api/auth/google
	No

	getMe
	GET /api/auth/me
	Yes (JWT)

	logout
	POST /api/auth/logout
	Yes (JWT)



Step 8 — Middleware
Auth Middleware
Extracts the JWT from the Authorization: Bearer <token> header, verifies it, finds the user, and attaches them to req.user. All protected routes use this middleware.

	ANALOGY
	Auth middleware is like airport security — before boarding (accessing the route), your boarding pass (JWT) is checked. Valid? Proceed. Invalid? Turned away.



Error Middleware
A global error handler (4 parameters: err, req, res, next) catches all unhandled errors and sends clean JSON responses. A notFoundHandler catches requests to undefined routes.

Step 9 — Routes
	# Auth Routes
POST   /api/auth/register   → registerUser
POST   /api/auth/login      → loginUser
POST   /api/auth/google     → googleAuth
GET    /api/auth/me         → authenticate → getMe
POST   /api/auth/logout     → authenticate → logout



Step 10 — Express App & Server Startup
1. express.json() parses incoming JSON request bodies
1. CORS configured to allow requests from CLIENT_URL (the React frontend)
1. All routes mounted at /api prefix
1. MongoDB connection established before server starts listening

4. Part 1 — Frontend Auth Flow
	FRONTEND IMPLEMENTATION



Step 1 — React Setup
The client uses Vite for fast builds. Environment variables (prefixed VITE_) are set in client/.env:
1. VITE_API_URL — Backend base URL (http://localhost:5000/api)
1. VITE_GOOGLE_CLIENT_ID — Same Google Client ID as the backend

Step 2 — Axios Interceptor (api.js)
An Axios instance with a request interceptor automatically reads the JWT from localStorage and adds it to every outgoing request's Authorization header — so no route ever forgets to send the token.

	ANALOGY
	Like a stamp machine at a post office — every letter (request) gets stamped (token attached) automatically, without manual effort.



Step 3 — Auth Service (authService.js)
Five functions that call backend endpoints: register, emailLogin, googleLogin, getMe, logout. Each uses the Axios instance from Step 2.

Step 4 — AuthContext
React Context makes auth state (user, login, logout, loading) available to every component without prop drilling.

	State
	Purpose

	user
	Current logged-in user object (null if not logged in)

	loading
	True while checking if token is still valid on app load

	login(token, user)
	Saves token to localStorage, sets user state

	logoutUser()
	Removes token from localStorage, clears user state



On app load, useEffect checks localStorage for a token. If found, it calls getMe() to verify and fetch the user profile — keeping users logged in after a page refresh.

Step 5 — ProtectedRoute
A wrapper component that checks auth state before rendering. If loading: show spinner. If no user: redirect to /login. If user: render the protected page.

Step 6 — Login Page
Single page with two modes (Sign In / Sign Up) toggled by a button. Also includes the GoogleLogin component from @react-oauth/google. On success, calls login() from AuthContext and navigates to home.

Steps 7-9 — Routing & Entry Point
	Route
	Component
	Protected?

	/login
	LoginPage
	No

	/
	HomePage (placeholder in Part 1)
	Yes

	*
	Redirect to /
	—



The app entry point (main.jsx) wraps everything in: GoogleOAuthProvider → BrowserRouter → AuthProvider → Toaster. Order matters — BrowserRouter must wrap AuthProvider because AuthContext uses useNavigate.

5. Part 2 — AI Code Features
	BACKEND IMPLEMENTATION



Step 1 — Gemini AI Setup
Google Gemini 2.5 Flash is used as the AI engine. Add GEMINI_API_KEY to server/.env, obtained from Google AI Studio (aistudio.google.com).

	WHY GEMINI?
	Gemini 2.5 Flash is fast, smart, and excellent for code tasks — ideal for real-time code translation and analysis.



Two files are created:
1. gemini.config.js — Initializes GoogleGenAI client; the generateContent(prompt) function sends prompts and returns text
1. gemini.service.js — Wrapper around generateContent with error handling; all services use askGemini() instead of calling the config directly

Step 2 — Languages & Prompt Templates
Supported languages: C, C++, C#, Java, Python. Each has an ID (e.g., 'cpp'), name ('C++'), and file extension.

Why Prompts Matter
The quality of AI output depends entirely on how we ask. Each prompt template specifies exact output format:

	Operation
	Response Format
	Why?

	Translate
	Plain code — no JSON, no markdown
	Displayed directly in code editor

	Analyze
	JSON: { timeComplexity, spaceComplexity, explanation }
	Multiple distinct fields for structured display

	Optimize
	JSON: { optimizedCode, suggestions }
	Code + bullet-point suggestions needed separately

	Explain
	JSON: { explanation }
	Single text field for readable explanation



Step 3 — Response Utilities
Even with clear prompts, Gemini sometimes wraps responses in markdown code blocks. Two utility functions clean the output:
1. parseGeminiJSON(text) — Strips ```json fences then parses as JSON. Used for analyze, optimize, explain.
1. cleanCodeResponse(text) — Strips ``` fences and returns plain text. Used for translate.

Step 4 — Code Services
Four service functions, all following the same pattern:

	getLanguageName(id)  →  PROMPT_TEMPLATE(code, lang)  →  askGemini(prompt)
  →  parse/clean response  →  return structured object



	Service
	File
	Parsing

	translateCode
	translation.service.js
	cleanCodeResponse

	analyzeComplexity
	complexity.service.js
	parseGeminiJSON

	optimizeCode
	optimization.service.js
	parseGeminiJSON

	explainCode
	explanation.service.js
	parseGeminiJSON



Step 5 — History Model & Service
Every AI operation is saved to MongoDB so users can revisit past work. The History schema uses Schema.Types.Mixed for the output field, since each operation returns a different structure.

	Field
	Type
	Purpose

	userId
	ObjectId (ref: User)
	Links history entry to its owner

	type
	Enum (translate/analyze/optimize/explain)
	Which operation was run

	inputCode
	String
	Original code submitted

	sourceLanguage
	String
	Input language

	targetLanguage
	String (optional)
	Target language (translate only)

	output
	Mixed
	AI result — shape varies by operation type



getUserHistory() supports pagination — 10 entries per page. Uses Promise.all to run the find query and countDocuments in parallel for efficiency.

Step 6 — Code Controller
All four controllers follow the same pattern: validate → call service → fire-and-forget history save → respond.

	FIRE & FORGET
	History is saved in the background without awaiting. The user gets their result immediately; if history saving fails, it only logs the error (not critical).



Steps 7-8 — History Controller & Routes
	# Code Routes (all protected)
POST  /api/code/translate  → translate
POST  /api/code/analyze    → analyze
POST  /api/code/optimize   → optimize
POST  /api/code/explain    → explain

# History Routes (all protected)
GET    /api/history         → getHistory (paginated)
GET    /api/history/:id     → getHistoryItem
DELETE /api/history/clear   → clearHistory  (MUST come before /:id)
DELETE /api/history/:id     → deleteHistoryItem



	ROUTE ORDER
	The /clear route must be defined before /:id. Express matches top-to-bottom — if /:id came first, DELETE /clear would try to find a history entry with id='clear'.



6. Part 2 — Frontend Code Features
	FRONTEND IMPLEMENTATION



Step 1 — Language Constants
The frontend defines three language mappings: LANGUAGES for dropdowns, MONACO_LANGUAGE_MAP for Monaco Editor syntax highlighting IDs, and STARTER_CODE for Hello World examples shown on language switch.

Step 2 — Code & History Services
Frontend service functions call the protected backend endpoints. The Axios interceptor (from Part 1) handles JWT attachment automatically. Functions include: translateCode, analyzeComplexity, optimizeCode, explainCode, getHistory, deleteHistoryItem, clearHistory.

Step 3 — CodeEditor Component
Wraps the @monaco-editor/react package. Props: code (value), onChange (callback), language (for syntax highlighting via MONACO_LANGUAGE_MAP), readOnly (for output panels). Uses vs-dark theme.

Step 4 — OutputPanel Component
Renders differently based on which operation was run (the action prop):

	Action
	Output Renders As

	translate
	Read-only Monaco Editor with translated code

	analyze
	Two cards showing Time Complexity and Space Complexity + explanation

	optimize
	Read-only editor with optimized code + suggestions text

	explain
	Plain text explanation paragraph



Step 5 — HomePage
The main workspace. Layout: Toolbar (4 action tabs + Run button) → Two panels (Source Editor | Output Panel).

Key Interactions
1. Action tabs — Switching tabs clears the result and updates which API endpoint is called
1. Language swap (translate mode) — Swaps source/target languages; if a result exists, moves translated code to source editor for chained translation
1. Run button — Uses an object lookup { translate: fn, analyze: fn, ... }[activeAction]() instead of a switch statement
1. Copy button — Extracts the right text based on activeAction and copies to clipboard; shows 'Copied!' for 2 seconds
1. Source language change — Loads starter code for that language and clears result

Step 6 — HistoryPage
Two-panel layout: sidebar (paginated list) + detail panel (full input/output for selected entry).

1. Fetches history on load and whenever currentPage changes (useEffect dependency)
1. 8 entries per page with Prev/Next/numbered pagination controls
1. Delete single entry — also clears detail panel if that entry was selected
1. Clear all — uses window.confirm() to prevent accidental deletion
1. Detail panel renders output differently per operation type (same logic as OutputPanel)

Step 7 — Updated App.jsx Routing
	Route
	Component
	Protected?

	/login
	LoginPage
	No

	/
	Navbar + HomePage
	Yes

	/history
	Navbar + HistoryPage
	Yes

	*
	Redirect to /
	—



7. Key Concepts & Patterns
7.1 Authentication Concepts
	Concept
	Implementation
	Why?

	Password Hashing
	bcrypt with 10 salt rounds
	Database breach doesn't expose passwords

	JWT Tokens
	Signed with JWT_SECRET, 7-day expiry
	Stateless sessions — no server-side storage

	Google SSO
	google-auth-library verifyIdToken()
	Server-side verification prevents token forgery

	Protected Routes
	authenticate middleware on route files
	Single point of enforcement per route group



7.2 AI Prompt Engineering
The quality of AI features depends on prompt design. Key strategies used in this project:
1. Specify exact output format — JSON schema or plain code only
1. Include rules in numbered list — Gemini follows explicit rules reliably
1. Prohibit markdown wrapping — prevents ```json fences in programmatic output
1. Set role context — 'You are an expert code translator' improves output quality

7.3 React Patterns
	Pattern
	Used For
	Benefit

	Context API
	Auth state (user, login, logout)
	Avoids prop drilling through component tree

	Object lookup
	{ translate: fn, analyze: fn }[action]()
	Cleaner than switch statements

	Fire & forget
	History save after code operation
	User gets response immediately

	Optimistic update
	Delete from list before server confirms
	Snappy UI feel

	Promise.all
	Fetch history entries + count in parallel
	Faster than sequential queries



8. Future Improvements
The following enhancements can be built on top of the current architecture:

1. Add more programming languages — Go, Rust, TypeScript, Kotlin (update constants/languages.js on both client and server)
1. Side-by-side diff view — Show original and optimized code with highlighted changes
1. Syntax error detection — Validate code before sending to Gemini to save API calls
1. Shareable links — Generate a public URL for a translation result
1. Export history — Download past operations as a ZIP or PDF
1. Language auto-detection — Use Gemini to detect the source language automatically
1. Rate limiting — Prevent abuse with express-rate-limit on code endpoints
1. Streaming responses — Stream Gemini output token-by-token for large code blocks

9. Quick Reference
9.1 Environment Variables
Server (.env)
	PORT=5000
CLIENT_URL=http://localhost:5173
MONGODB_URI=mongodb+srv://...
JWT_SECRET=your_super_secret_key
JWT_EXPIRES_IN=7d
GOOGLE_CLIENT_ID=your_google_client_id
GEMINI_API_KEY=your_gemini_api_key



Client (.env)
	VITE_API_URL=http://localhost:5000/api
VITE_GOOGLE_CLIENT_ID=your_google_client_id



9.2 Running the Project
	# Terminal 1 — Backend
cd server && npm install && npm run dev

# Terminal 2 — Frontend
cd client && npm install && npm run dev

# Frontend runs on: http://localhost:5173
# Backend runs on:  http://localhost:5000



9.3 Full API Reference
	Method
	Endpoint
	Auth
	Body / Query

	POST
	/api/auth/register
	No
	{ name, email, password }

	POST
	/api/auth/login
	No
	{ email, password }

	POST
	/api/auth/google
	No
	{ credential }

	GET
	/api/auth/me
	JWT
	—

	POST
	/api/auth/logout
	JWT
	—

	POST
	/api/code/translate
	JWT
	{ code, sourceLanguage, targetLanguage }

	POST
	/api/code/analyze
	JWT
	{ code, language }

	POST
	/api/code/optimize
	JWT
	{ code, language }

	POST
	/api/code/explain
	JWT
	{ code, language }

	GET
	/api/history
	JWT
	?page=1&limit=10

	GET
	/api/history/:id
	JWT
	—

	DELETE
	/api/history/:id
	JWT
	—

	DELETE
	/api/history/clear
	JWT
	—


